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Enhance Product 
Security with Effective 
Risk-based Vulnerability 
Management
The seamlessly integrated solution from ONEKEY and CycurRISK 
by ETAS reduces automated risk and prioritises vulnerabilities 
based on asset impact and context. It reuses existing Threat 
Analysis & Risk Assessment (TARA) for product cybersecurity 
while enhancing both risk and supply chain visibility.

The Challenge
The global automotive industry needs to manage product 
cybersecurity in diverse, heterogeneous technology stacks, 
a rapidly growing number of smart products, and a vast ar-
ray of associated potential vulnerabilities. A new approach 
is needed to address the increasing burden of manual de-
tection, evaluation, classification, and risk assessment.

The Solution
ONEKEY provides a scalable solution for automatically gen-
erated Software Bill of Materials (SBOM) from binary files. 
It also detects, assesses, and prioritises cybersecurity vul-
nerabilities based on SBOM components, significantly re-
ducing manual time and effort. When integrated with ETAS 
CycurRISK, ONEKEY’s solution provides organisations with 
a unified view of vulnerabilities, helping them focus on the 
most critical risks.

The Outcome
The combined solution from ONEKEY and ETAS CycurRISK 
empowers third-party automotive OEMs to significantly re-
duce the product cybersecurity’s time, cost, and effort by 
streamlining and automating risk assessments in a unified 
platform. This joint offering delivers effective, risk-based 
vulnerability management tailored for software-defined 
vehicles. ONEKEY’s software automates real-time analy-
sis and generates SBOMs directly from firmware binaries, 
while ETAS leverages its deep expertise in automotive cy-
bersecurity through the CycurRISK product to identify and 
prioritise critical vulnerabilities in context.

Project Highlight
Reduced time required for vulnerability assessment and 
prioritisation (trigage), increased productivity and software 
supply chain transparency.



ONEKEY
ONEKEY achieves, improves, and maintains 
product cybersecurity & compliance throughout 
the complete product lifecycle

ONEKEY’s solution increases software supply chain transparency, 
product cybersecurity, and compliance while cutting time, effort, 
costs and resources for related processes by automating software cy-
bersecurity and compliance at scale.
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About STARTUP AUTOBAHN 
powered by Plug and Play
STARTUP AUTOBAHN powered by Plug and Play is an open innovation plat-
form that provides an interface between innovative tech companies and in-
dustry-leading corporations.

The basis of the program is the partnership that develops between startups 
and the corporate business units. The two entities hold an equal footing from 
the get-go: together they evaluate the potential for a joint venture, move for-
ward to pilot the technology, and work to achieve the ultimate goal – a suc-
cessful production-ready implementation.

Designed with the intention to exceed startup acceleration, STARTUP AUTO-
BAHN powered by Plug and Play moderates a community for collaboration 
with a focus on implementable results.

Over the years, the platform has successfully cultivated over 500 projects 
with more than 350 startups since its founding in 2016.
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